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Abstract 

Today’s building designs must protect people and property not only from man motivated threats 

such as criminals and terrorists, but also from natural threats such as earthquakes, hurricanes, 

and floods. This paper, “Building Design as a Security to Users,” presents concepts, principles, 

and processes for enhancing the security of new and existing buildings. Based on International 

Standards for Security Planning and Design, this paper examines ways to incorporate protective 

measures into building designs without making them look like fortresses. 
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Introduction 

The design and construction of safe and secure buildings continues to be a primary goal for 

architects, owners, engineers, and project managers. Security can be achieved in many ways, 

people can band together for mutual protection creating military, economic, and political 

security. Security is also achieved through physical features in natural and built environments. 

Throughout the course of human history, architects, designers, and builders have addressed 

security of all kinds. Today, in recognizing concern for acts of terrorism, natural disasters, 

material hazards, and fires, the design team must take a multi-hazard approach for potential 

hazards and vulnerabilities. Designing buildings for security and safety requires a proactive 

approach that anticipates—and then protects—the building’s occupants, resources, structure, and 

continuity of operations from multiple hazards. Throughout the course of human history, 

architects, designers, and builders have addressed security of all kinds. Often, the most visible 

security components of a building, such as doors, gates, fenestration, and window grilles, have 

been raised to levels of high art through architectural design. The inclusion of physical security 

in the design of a building or other structure is not antithetical to design that inspires. At the most 

fundamental level, we shape our built environment to provide shelter from natural phenomena 

such as precipitation, temperature extremes, and sunlight. Beyond these basic needs, building 

design also encompasses the two distinct—yet closely related—issues of safety and security. 

Historically, for protection from traditional threats, we depended on traditional building 

materials applied in varying ways, most of which achieved effectiveness through sheer size and  
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mass. The materials included earthworks for revetments; stone and brick masonry walls and 

floors; and iron and steel gates, fences, and grillwork. Use of these materials was enhanced by  

judicious site selection and incorporation of natural features such as water in moats and open 

fields for good visibility. 

Today, as the world grows smaller, such barriers are no longer effective except for the time that 

distance may buy in a supersonic age. Modern weapons, even those available outside the military 

establishment, can overcome most of the building materials traditionally relied on for physical 

protection. Small arms and weapons can penetrate construction materials commonly used to 

build doors and windows. Hand-held power tools from drills to jacks and bolt-cutters can easily 

breach a typical steel fence or window grill. Personally transported explosives can destroy 

masonry walls and other common assemblies. Larger explosive charges, including those made 

from commonly available materials such as fuel oil and fertilizer can be transported in vehicles. 

Military-grade weapons are increasingly deployed, including armor-piercing rocket-propelled 

grenades and plastic explosives. Modern research and technology have provided means to 

counter some of these new threats. Blast-mitigating structural design, new materials that reduce 

glass and masonry fragmentation, and solid and transparent materials resistant to ballistics and 

forced entry are some examples. But these new materials and methods of construction have led 

terrorists to more imaginative and increasingly violent means to make their statements. There is 

little doubt, experts agree, that the need for physical security design will continue along as there 

are conflicting social, religious, and political agendas in the world. As a result, research and 

development of construction materials and technologies with respect to security are on the rise in 

both the government and the private sector. New markets have been developing for products 

with security applications: Biometric technologies such as retinal scans may move out of the 

high-security field into more widespread applications, and fragmentation retention fabrics, films, 

and coating are increasingly available and applied. Design professionals are as well equipped to 

address design for security as for any other building requirement, given knowledge of the issues 

and an adequate statement of the problems by the owner and security consultants. Most 

architects and engineers, however, do not have the knowledge or access to data needed to 

develop programmatic security requirements themselves. Government agencies and some 

corporations have in-house resources or access to the intelligence information needed to make 

these judgments. The probability that one or more threats will occur is based on historical data 

extrapolated to the future and considerable probabilistic acumen applied to the time and place of 

the project in question. Once a threat assessment, vulnerability assessment, and risk assessment 

have been completed, and the owner has articulated the resources it is prepared to devote to 

mitigating the threats to an acceptable level, a programmatic statement can be developed. The 

design professional then uses this to begin the physical design for security. The architect must be 

equipped to bring resources and skills to bear on a security problem in the same way as any other 

design problem. To accomplish this may require engaging specialists in areas in which the 

architect is not trained or experienced, such as blast mitigation, communications security, or the 

use of electronic hardware and software to augment physical and operational security measures. 
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In many instances, designing for physical security also addresses fire and life safety 

requirements. In any case, all threats to a building— from storm, earthquake, terrorist bomb, or 

accidental fire—require protection of the occupants from the immediate, direct effects of the 

event, such as flying debris or structural collapse. After that, it is the designer’s task to design for 

safe evacuation of a facility and safe entry by emergency personnel. 

After protecting the occupants and contents of a building from the results of a natural or human 

assault, the final goal of physical security design is to minimize damage to a building and its 

systems so recovery may be possible. This is, of course, a challenging task because the effects of 

earthquakes, windstorms, floods, and explosions—not to mention terrorism—are difficult to 

determine and predict. 

Building Design   

Building design is based on specific functional criteria. From the function, the design evolves. 

Examples of building functions include encouraging efficient job performance, supporting user 

needs, keeping users safe from hazardous conditions, and protecting occupants from crime and 

other violent acts. Safety in buildings is mandated by building codes and standards that establish 

how buildings are to perform during abnormal conditions (e.g., fires, hurricanes, floods, and 

earthquakes). Building security, on the other hand, is about how assets (people, information, and 

property) can be protected from the effects of malevolent acts carried out by individuals or 

groups of individuals (e.g., violent people, criminals, extremists, and terrorists). The primary 

components of security are detection and deterrence of malevolent threats before they can be 

carriedout.  

In the event they are carried out, an additional critical component involves provision of 

appropriate response and recovery actions.Detection. Before a threat can be delayed or 

responded to, it must be detected or perceived. A security system should be able to identify the 

presence of a threat, but detection ultimately relies on observation by building users or security 

personnel. Observation methods can be direct—that is, without the use of equipment—or they 

can employ monitoring and detection devices to extend and enhance human capabilities to 

observe activities and conditions. Deterrence. Once a threat has been detected, a security system 

can delay its occurrence by physical or operational methods or a combination of both. The intent 

of the security delay function is to extend the time before a threat can be carried out and to 

maintain distance between the threat and the target. Response. The ability to respond to or 

intervene in a threat stems from what occurs in the detection phase and the amount of time 

created for apprehension or neutralization in the deterrence phase. Response actions can be 

official or unofficial. An official response may involve law enforcement or private security 

forces. Unofficial responses may involve building users such as doormen, neighborhood watch 

patrols, and so on. Detection and deterrence are worthless if there is no one to respond to a threat 

or an emergency. Comprehensive security plans integrate detection, deterrence, and response 

components. In the absence of deterrence or delaying measures such as barriers or guard stations, 

an intruder can commit a crime and leave before a response can be made. Conversely, deterrent 

measures without a detection component give no advance warning of a problem. 
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CPTED (crime prevention through environmental design) is an environmental-behavior theory 

and methodology based on the proposition that enlightened architecture and site design deters 

criminal behavior and reduces fear of crime. CPTED offers a comprehensive basis for 

approaching and developing security design solutions. It is based on the notion that effective 

design and use of the built environment can reduce predatory stranger-to-stranger crime while 

supporting all intended building functions and improving the quality of life for building users. 

CPTED theory draws on both social and physical sciences. Oscar Newman’s 1971 work 

Defensible Space, as well as Tim Crowe’s 2000 work Crime Prevention Through Environmental 

Design: Applications of Architectural Design and Space Management Concepts developed the 

theory by integrating behavioral psychology, the sociology of human behavior, and architectural 

design to create safer environments. Security layering and zoning provide tools that can be used 

in conjunction with crime CPTED concepts and strategies to incorporate security measures into 

building design. Security layering defines the defensive elements of a facility in three primary 

elements: the site and its perimeter, the building envelope, and the building interior, each of 

which can be visualized as a series of concentric defensive rings and zones. Each layer contains 

spaces that go from public to semi public to private zones. Combinations of various physical, 

technological, and operational security measures can be applied to these primary lines of defense 

as well as to the areas between such. 

 

Building Design Security Planning and Evaluation 

Security assessment is an analysis of assets or things to be protected, potential threats to those 

assets, and the vulnerabilities that put those assets at risk. As previously noted, security threats 

come from a variety of sources: angry individuals, unsophisticated common criminals, 

extremists, or terrorists. Risk is the key factor in accurately assessing the potential for damage to 

or loss of a client’s assets. Risk management is the overall process by which security specialists 

identify a building’s assets and vulnerabilities in order to identify and implement prevention and 

mitigation 

measures that will result in an acceptable level of risk. Risk management and control are central 

to the security assessment process. Whereas both engage the elements to determine risk, the 

scope in which they address risk differs. Because risk cannot be eliminated, risk control aims to 

minimize or mitigate each identified risk through applied security strategies or measures. Risk 

management, on the other hand, evaluates and quantifies identified risks, then prioritizes security 

requirements based on the criticality and vulnerability of the asset. In the security assessment 

process, some risks may be targeted for control, while others may be accepted, transferred, or 

avoided if security measures to reduce or eliminate them do not appear cost-effective. 

Functional security design criteria derived from the security assessment process define the level 

of security required to protect assets from potential threats WEAPONS, EXPLOSIVES, TOOLS,  
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THREAT, TACTICS, ASSETS. 

Building Design Principal Security Assessment Questions 

The client should address the following key questions in a security assessment: 

What do we want to protect? 

What are we protecting against? 

What are the current or expected asset vulnerabilities? 

What are the consequences of loss? 

What specific levels of protection do we wish to achieve? 

What types of protection measures are appropriate? 

What are our protection constraints? 

What are the specific security design requirements? 

How do the integrated systems of personnel, technologies, and procedures respond to security 

incidents? 

Once potential risks have been identified and quantified, the next step in the assessment process 

is development of functional security design requirements. This critical step is sometimes 

overlooked, but without it the quantum leap from identifying risks to designing solutions is more 

difficult. Functional security design requirements allow designers to devise and justify the best-

fitting solutions for problems. Proposing changes in a design concept in the later stages of design 

and construction documentation without such requirements is difficult. There is nothing to which 

risk reduction or mitigation caused by the proposed change can be compared. 

 

Building Hardening 

While the threat of terrorist attacks against buildings and other important structures has increased 

over the last decade, so has the ability of architects and engineers to mitigate the damage 

associated with these events in more cost-effective ways. No commercial office buildings can be 

hardened sufficiently to avoid sustaining some level of damage from the vast array of possible 

attack modes. Even if all manners of possible loading conditions could be predicted 

quantitatively, designs that responded to them would be neither cost-effective nor aesthetically 

pleasing and certainly would not provide the functional workplace desired. The field of building 

hardening in the civilian sector commonly addresses techniques for protecting buildings and their 

occupants from forced-entry (FE) or ballistic (bullet) attacks. Forced-entry protection techniques 

can prevent an attacker from entering a facility, either covertly or during a mass riot. Ballistic-

resistant (BR) design can protect occupants or other critical elements of a facility from a wide 

variety of weapons, including handguns, rifles, and machine guns. As with any building 

hardening principles, the first line of defense against both types of attacks is early detection. 

However, due to the relative ease of obtaining the tools and weapons needed for these assaults, it 

is not possible to completely protect a facility through detection alone. As a result, FE and BR 

hardening measures can be incorporated into a building design to minimize the danger from 

these attacks.  
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A wide variety of tactics and techniques can be used to defend against an FE attack. These 

techniques range from high level to relatively low-level protection, but the main purpose is to 

detect and delay aggressors attempting to penetrate a facility. The level of protection (i.e.  

specified time to penetration) chosen for property is often coordinated with the time required for 

an appropriate response. For example, it is typically not practical to harden a commercial facility 

to prevent penetration; therefore, it is imperative to coordinate the level of protection for these 

properties with the time of law enforcement response. Once a level of protection, or required 

delay time, has been determined, the overall design concept for hardening a building can be 

developed. As with forced-entry defense techniques, there are many options for providing 

ballistic or bullet-resistant protection. 

In addition, the level of protection can be varied from a very low level of protection (e.g., 

primarily obscuring potential targets) to a very high level of protection (e.g., bullet-resistant 

construction able to stop jacketed assault rifle rounds). Comprehensive protection must protect 

the walls and all building apertures, including doors, windows, and mechanical openings, where 

assets are to be protected against a ballistic attack. Several well-known terrorist incidents 

awakened the Nigerian building community to the need for blast-resistant hardening features in 

the design of vulnerable buildings. These and other less widely publicized events—and the 

lessons learned from them—have played a critical role in shaping the design philosophy of 

building hardening in Nigeria. 

Techniques developed to address threats such as these typically are intended to minimize human 

casualties if an incident occurs. A building and all its critical components are designed to resist 

the shock wave associated with a highly explosive blast. The objective is to prevent collapse, 

minimize hazards associated with flying debris, and facilitates evacuation of a facility—all with 

the primary goal of minimizing human injury and loss of life. Protection of property and the final 

condition of the building are normally secondary concerns. For this reason, design techniques are 

often used that adhere to minimum life safety requirements but could result in significant 

building damage, such as deformed steel, cracked concrete, and broken or fractured glass. This 

life safety concept allows designers to incorporate 

building hardening techniques but minimize their cost, aesthetics, and programmatic impact on a 

facility. For a project that includes building hardening, close coordination among all design team 

members is needed to achieve lightweight, cost-effective, and aesthetically pleasing structures 

that also provide significant protection to building occupants. 

Architects can incorporate protective design measures—such as increased fire protection 

capabilities, hardened egress routes, and ductile redundant building structures—that will 

mitigate, to the extent possible, damage and loss of life associated with any malevolent attack. 

Such measures can be used without retreating into a shell of fear or protectionism that results in 

architecture that may be dull and responds poorly to its intended functions. 

 

 

 

 

 



7 | P a g e  

 

LAJAST: Journal of Environmental Sciences 

ISSN: 2545 - 5605 (online) 

Vol. 2 Number 1, November, 2019 

www.asuplafia.org.ng/journal 

Summary, Conclusions and Recommendations 

Summary 

Basic Design Opportunities for Security Long-term solutions should be planned thoughtfully to 

balance security, the desire for openness, and financial priorities.  

 

Recommendations 

The following are some opportunities to consider when integrating security into building design. 

Layering and Zones of Security  

It is important to think of a building as a series of concentric layers and zones within those layers 

(site, façade, interior,interior specialty spaces) and to consider the level of security required for 

each. The level of security increases relativeto one’s proximity to the building and its most 

critical functions. A “targeted protection” strategy, which locates certainassets in a specific 

protected area, can be more cost-effective than trying to protect those assets in multiple areas. 

Installation of perimeter security is common when standoff distances are required. 

 

Blast Standoff 

Security perimeters are set as far out from a building as the site permits to decrease the 

likelihood that a bomb, particularly a vehicle bomb, could damage the structure. The greater the 

standoff distance, the less hardening a property needs. Effective standoff is easier to achieve 

when the tactic is considered before construction rather than as a retrofit. In government 

buildings, a 50-foot standoff distance is now the requested norm. In congested urban areas, 

however, such a standoff distance is nearly impossible to achieve. 

 

Hardening the Building 

When a standoff distance cannot be achieved, another option may be to harden the building. This 

can be accomplished by constructing more mass, perhaps by using more concrete, incorporating 

fewer windows, and enhancing the structural system. Windows may also be designed with a blast 

curtain that absorbs the force of an explosion instead of resisting it; these curtains diffuse the 

blasts and catch shrapnel before it reaches the building’s occupants. 

 

Landscape Architecture 
Landscape architecture can play an important role in providing natural security protection, not 

only for directing people through the grounds to appropriate entrances, but also as barriers to 

protect buildings from vehicles. Planters and bollards in front of buildings may provide 

protection while enhancing the physical appearance of a facility. 

 

The Parking Question 

While garages serving government tenants require employee badges for parking or restrict truck 

access to patrolled areas, businesses often have fairly open access to parking. A parking garage 

may be, in fact, one of a building’s most vulnerable areas. Potential solutions include requiring  
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employee badges for garage entry, limiting self-parking to badge holders, and restricting large 

vehicles to controlled areas. 

 

Access Control 

Some businesses are implementing stiffer measures for controlling access both inside and outside 

their facilities. Security at suburban sites tends to focus on exterior access control, while 

downtown office security focuses on interior access control. Variables such as the size of the 

building, the amount of pedestrian traffic, vehicle access and proximity, existence of loading 

docks, and type of parking available are considered in making decisions about exterior access 

Interior access control involves limiting the number of building entrances and elevators and 

incorporating the type of access desired by tenants. Some facilities limit points of ingress and 

egress to one or two entrances, which makes it possible for the architect to assist in the security 

program. Another approach is to enlarge lobbies to accommodate enhanced security functions. 

 

Space Planning and Adjacencies 

Space planning and adjacencies can be used to protect key company functions. For example, the 

least-critical facilities may be situated in the highest risk area of a property; or a long-term 

storage area may be placed next to a parking area to buffer critical functions such as mechanical 

and electrical facilities. Size requirements for security features are often overlooked. When 

monitoring and explosive-detection devices are required, sufficient room must be provided for 

equipment and queuing, as well as effective segregation of people entering and exiting an area. 

Space should also be carved out for security command and communications centers. 

 

Segregating Mailrooms and Entrance Lobbies 

Mailrooms, entrance lobbies, and other areas where packages are delivered and await screening 

may need to be environmentally and physically separated from the rest of a building to prevent 

introduction of a dangerous package into the building. Some companies open mail offsite. Others 

open questionable mail under a fume hood to protect against cross-contamination. 

 

Refuge Space 

As a result of the American With Disabilities Act, areas of refuge are being identified to assist in 

building evacuation. Persons with disabilities can await assistance in these areas, which are 

located in a fire-protected envelope. In a highrise building, reinforced areas of refuge are often 

located every few floors so occupants do not have to go to the ground floor to reach safety. The 

importance of getting people out of a building quickly is obvious, so training and evacuation 

procedures are important. 

 

High-Rise Buildings 

High-rise buildings present special security concerns, especially related to evacuation. An 

effective high-rise security strategy is a defend-in-place program, which protects occupants 

sufficiently inside the building to allow them time to exit safely. In design high-rises, U.S.  
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developers may look to Asia, where building codes are often more stringent—even if it means 

using approaches that sacrifice rentable space. The 95-story Shanghai World Financial Center, 

designed by Kohn Pederson Fox, provides a fireproof refuge floor every 15 stories to buy time 

for evacuees in an emergency. Special elevators in the core allow firefighters to haul equipment 

up without interfering with the exodus of evacuees. 

 

Speculative Office Buildings 

In a depressed real estate market, developers often want to attract government tenants to their 

speculative office buildings. To compete, some developers have positioned their buildings as 

“medium-level” security properties, which are attractive to most government tenants. To 

accomplish this, security must be built in from the outset and upgrades for a potential 

government tenant anticipated in the building design. Appropriate measures may include the 

following: Make the structure more resistant to progressive collapse. Make the skin more blast-

resistant and omit expensive windows in the base contract (with provision for adding them later 

as a tenant cost). Design the lobby to accommodate surveillance and screening equipment, but 

install it after tenant occupancy. 

Harden the slabs where required, but do not jacket the columns against blast. Create a secure 

entry room outside the typical building footprint. 

Provide an external mail facility and, if possible, an external parking facility (difficult in an 

urban area where below-grade parking is common). 

 

Conclusion 

These principles can be used in a variety of contexts, including security-specific risk 

management. In conjunction with other allied professionals, architects can apply CPTED 

methodology to create a safe climate in the building environment. By building on the four key 

CPTED strategies (territoriality, natural surveillance, activity support, and access control), 

architects can design a physical environment that positively influences human behavior. CPTED 

principles differ from traditional building hardening techniques by leveraging environmental 

factors that can affect user perceptions of space. The way people react to an environment, more 

often than not, is determined by the cues they pick up from that environment. 

The design process embraces problem solving to meet the client’s objectives. For security-

enhanced projects, the architect’s challenge is to determine how to create a design solution that 

integrates security concepts while projecting an inviting, friendly appearance. Rather than 

turning ground-floor streetscapes, public buildings, airports, and lobbies into walled fortresses, 

the architect can integrate modern design concepts and aesthetics with efficiency and securing 

spaces. 
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